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LF Intrusion Detection

» ABTOMaTH4ecky 0OHapyKUBaTh HeyoayHbIe MOMBITKY BXOMla B cucTeMy U OoKupoBaTh IP-agpeca. ©
OrpaHruYMBaeT KOIMYECTBO HEYOAUHBIX IIONBITOK BXOMia B CUCTEMY, a TaKXkKe IPOJOIKUATEILHOCTh
6710KMPOBKU. * BIOKMPOBaTh AOCTYI K YY4E€THOM 3aIMMCH [0 TeX I0op, IT0Ka He OyAeT BBeleH HOBHIN
aposib. * BIIOKKUPOBaTh NOCTYII K YYETHOM 3allUCU 00 UCTEUEHUST CPoKa OJTOKMPOBKU. * Pa3pemuTs [P
aBTOMAaTU4YeCKH Pa36I0KUPOBATh YUETHYIO 3amUCh. [IJIsT KOTO 9TO MpuiioxkeHue: JIro6oi, KoMy HYKHO
rubKoe, yHUBEpCaIbHOE U IPEBOCXOJHOE SKOHOMSIIee BpeMs pellleHue OIS MOHUTOPUHTA BXO/ia B
cuctemy. Kak ucnosnmb3oBaTh 00HapyKeHue BTop:keHuu LF: ¢ YToOB HayaTh pabOTy C 3TOM YTUITUTOMH,
BaM HYKHO BCETO0 JIUIIb 3aTPy3UTh ee C BeO-caiiTa. * C IpeMuyM-Bepcreil BBl MOXKETe IIOTyYUTh
GYHKUKY yIpaBlieHUs IPOrpaMMHBIM 00ecliedeHreM, KOTOPEIE TTO3BOJISAIOT 00aBIsITh
[I0JIb30BaTejiel, pefakKTUPOBaTh MapaMeTPHl BX0fla B CUCTEMY U [aXKe HaCTpauWBaTh IIPUIOKEHHUE. ®
Brl MmoxeTe co3math 10 50 6510koB IP miist omHOM MOMBITKY BXofa vk [0 250 6510koB IP miist omHOTO
BXOfla. * BBl MoXkeTe yKa3aTh HeOOJIbIIOe KOIMYECTBO BpEMEHH KakK MJIsT BDEMEHHHIX (3 MUHYTHI), TaK
U [JIS1 TOCTOSTHHBIX (14 mHel) 6710K0B. * Bl MoxkeTe 3a0710KMpPOBaTh BXOf 110 [P-agpecy unu 1o uMeHu
1oJib30BaTens. * HacTpoiiTe ero Tak, Kak BEl XOTUTE, U paccnadbTech, 3Hasl, UTO ¥ BaC €CTh OTINYHBIN
WHCTPYMEHT, KOTOPHIM MOXKET IIOMOYb BaM 3all[UTUThH Balll CepBep, OJIOKUPYS HeaBTOPU30BaHHBIX
nob3oBartenei u [P-agpeca. Yto HoBoro B LF Intrusion Detection: ¢ Pa3pemnTs nonbs3oBaTensim
IOCTYT K YCTPOUCTBY, maxke ecnu [P-ampec 3a60kupoBaH. ¢ [IpUMEHSITh OHY IOJIUTUKY KO BCEM
TIOTIRITKAM BXOfla Ha cepBep (Bce I0JIb30BaTelH, BCE KOMITbIOTEPH, BCe BpeMs). * []00aBIsATh/yIANATh
Ha0OPHI IOJIUTHK U3 MPUJIOKEHUS. * XpaHUTh HaOOPEI MTONMUTHUK B ¢aiiyie KOHGUTYpaluy [JIs
Pe3epBHOT0 KOMUpoBaHus. * [Toka3aTh CIMCOK 3a0I0KHPOBAHHLIX [P-aipecoB 1 KOIMYECTBO
3a0/7I0KMPOBAHHAIX TIOMBITOK. * BOCCTAHOBUTH COXpaHEeHHbIe HAOOPHI MOTUTHK U3 ¢aiiia
KOHGurypauuu. * Cpok JeiCTBUSA IONMUTUK UCTEKAET 110 HCTEUEeHUU HaCTPOEHHOTI0 BDEMEHU. *
Tob6aBuTh Taimep st 61okupoBKy IP-ampecos. ¢ [106aBUTh HECKOJIBKO IT0JIb30BATENIEN U YCTaHOBUTH
IIPOMNOJIXKUTENBHOCTE. * [logmep:kKa KOHTPOJIS MONBITOK BXOZla B CUCTEMY, a TaKXKe BPeMs MOIMBITKI
BXOfa B cucTteMy. * [loamepkKa IIOILITOK BXO[a B CUCTEMY C HECKOJIbKUX [P-ampecos. ¢
[TommepKKWBaeT MOHUTOPHUHT IIOMEITOK BXOMla B CUCTEMY. *IlofmepKrUBaeT MOHUTOPUHT COOBITHIM B
cucteMHOM XypHaJse (SCLog). * [TognepxKruBaeT MOHUTOPUHT IOMBITOK BXOfa B CUCTEMY B Cpefie
nomeHa Windows. ¢ ITogmep:uBaeT MOHUTOPUHT IIOIBITOK BXOAa B CUCTEMY U IIOIBITOK BXOAa B
CHUCTeMY B ceTeBoM cpefie. * [logmepxKruBaeT MOHUTOPHUHT CJIEAYIOMIUX COOBITAY CUCTEMHOIO XKypHasa:
Boiitu Brriitu Brixon u3 cuctemsl Kerberos Bxopn uepe3 Kerberos Pa36mokupoBaTh
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LF Intrusion Detection — 3T0 MpoABUHYTOE, HO MHTYUTUBHO MMOHSITHOE ITPOTPAaMMHOe 00eclieyeHune,
paspaboTaHHOE I TOT0, YTOOH IIOMOYE BaM 00HAPYKUTh BCe aTaKu rpy00ii CUJIBI U TIOMBITKU
HECAHKIIMOHUPOBAHHOTO BXOMa Ha CepBeP [JIs BXOOa Ha cepBep, YTOOHI BBl MOT/IM 3a0JIOKMPOBATh UX
HaBcerfa uau BpeMeHHo. CuHTe3 a-HgS Kak 4MCTOT0 aHTH- ONYX0JIEBOM areHT U HeOpraHUYeCKuu
HOCHUTEJb HOIUPOBAHHOT'0 N-TeTePOLUKINYEeCKOr0o KapOeHa. Psl ©30MepHBIX COeIUHEHUN CyIbpuma
PTYTH, B TOM 4KCjie MOHOMepHOe coepuHenue (I), oumepHbie coegunenus (II) u rerpamep (III), a
TaK¥Ke IepPCIeKTUBHLIM IIPOTHBOOIYX0JIeBLIN npenapat (a-HgS, IV) Ovnu BriepBhle CHHTE3UPOBAHE
METOZOM IIPSIMO€e XJIOPUPOBaHUeE alleTaTa PTYTH U Iocienyolnas o0padoTKa BTOPUYHBIME aMUHAMU B
BOJIHOM Cpefe IpX KOMHATHOM TeMIiepatype u B BogHOM pacTBope KOH. Kak peHTTeHOCTPYKTYPHBIN
aHaJK3 MOPOIIKA, TaK ¥ aHaJIU3 MOHOKPUCTAJIINYECKOM CTPYKTYPHEI ITOKa3alu, 4To coepgunenue (I)
IIPUHSI0 MOHOMEPHYIO (opMYy, B TO BpeMs KaK OCTaJbHbEIe COeIUHEeHUs 00pa30Baiu JUMEPHYIO U
TeTpaMepHYI0 (OPMBI, COOTBETCTBEHHO. ['oMon3omep (I) 1 cMech ou- ¥ TeTpa3aMeleHHBIX
coenuHeHnui (IV) nokazanu 601ee BEICOKYIO IUTOTOKCUYHOCTH in Vitro B OTHOIIEHUU KITETOYHBIX
JIMHUY renaToMbl yenioBeka, HepG2 u SK-Hepl, yeM B OTHOIIIEHUY KJIETOYHBIX JTUHUN
aleHOKapIMHOMEI JIerkoro 4yenoBeka, SK-LU- 1 u I'SC-2. [To cpaBHEHUIO C TOKCUYHBIMU U
KaHIeporeHHBIMU coepuHeHusaMu (II) u pryteio (III) BomopacTBopuMeie coegunenus (I) unu (IV)
MOTYT PaCCMATPUBATHCS KaK XOPOIIue KaHOAUAATH [JIS HaabHelel 610omornyeckon oneHku. Kaxk s
Mory nepebupaTth quana3oH? HampuMep, ckaxkeM, 51 Xo4y repeOpaTh Kaxkoe YUCII0OBOe 3HaUeHHNe
(manmpumep: 0, 1, 2, 3, 4, 5). Kak a1 mory 3to cgenath? A: [lnana3oH LeIbX YUCesl UMeeT MHOXKECTBO
MaJIeHbKUX COKpallleHni. HauHuTe ¢ JOKyMeHTalKuu; KOHKPETHO JUana30Hbl, KOTOPHIE JOJIXKHEL OBITh
B MeHI0: Hampumep: UMIOPTUPOBaTh MHCTPYMEHTH Auana30H = functools.partial (quamna3oH, moBTOp
= 2) ona g B guamna3oHe (0, 10): meuats (1) Berxopgel: 01 234 56 7 8 9 Ecniu BB X0THUTE
MCIIOJIb30BaTh YMHOXKEHME UM Xrange, BBl MOXKeTe CO3[aBaTh JUala30Hbl, YMHOXKas YTO-TO: IeYaTh
(mnama3oH (2) 1eaed4ebcO
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PacmrpeHnHoe, HO MHTYUTUBHO IIOHSITHOE ITPOrpaMMHOe o6ecrieyeHne, KOTOPoe KOHTPOJIUPYET Balll
cepsep [u3aitd npubopHoii maHenu obieryaeT aHalIKu3 MPOU3BOAUTEIFHOCTU CcepBepa. JIeTKo
oOHapyXKrBaliTe MOMLITKYA BXOAa B CUCTEMY, faXe C MoAaenbHbIX [P-agpecoB MoxXeT 1erko
3abnokupoBaTh [P-agpeca u co3maTh BpeMeHHBIN 0aH CIIOPTUBHBIYA, CTUJIBHBIN U YOOOHBIA UHTEPdEC
9 beKTUBHBIN U TPOCTON B UCIIOJIE30BAaHUM U MOXKET ObITh HACTPOEH B COOTBETCTBUY C BAIIUMU
OTPeOHOCTSIMHU BBl MOXKeTe YCTaHOBUTL OTPAHUYEHUS Ha KOJTMYECTBO IIOIBITOK BXOHa B CUCTEMY U
IIPOJOJIXKUTENTBHOCTh BPEMEHHBIX 07I0KUPOBOK. OT/essieT MPOoIeCC MOMBITOK BXOfla B CUCTEMY OT
mmpoiiecca CooO0IeH s O MOMBITKax BXxofa B cucteMy. Camas Gonbiasi mpobieMa, C KOTOPOU BHI
CTONKHETECH ITPYU HACTPOMKe yero-nubo, 3aKIo4aeTCs B TOM, YTO BH He SIBIISIETECH PAa3pab0TUMKOM
IIPOrpaMMHOTo ofecredyeHusi. { 3HAI0, YTO Y BaC MJIOTHBIN rpaduK, HO BCE OCTAJIbHEIE 3aIePXKKH U
po06IEMEI, C KOTOPLIME BBl CTOJIKHETECH B IPOIecce, 6€CCMBICIIEHHEI, €CJIH BH HE CMOXKETe

3¢ (HeKTUBHO UCIOIb30BaTh MHCTPYMEHT B IOITOCPOYHOM ITepcreKTuBe. IIporpaMMHoe obecrieuyeHune
IIOCTaBJIAETCS C UHTYUTUBHO MOHSATHBIM U IIPOCTHIM B MCIIOJIb30BaHUU UHTEP(EUCOM, KOTOPHIY He
TpebyeT npodeccroHaIbHBIX 3HAHUW [JI1 €r0 HaCTPOWKHU MJTU HMCII0Ih30BaHus. [lociie TOro, Kak BH
3aKOHYMTE HACTPOUKY M 3aIllyCTUTE IMPOorpaMMHOe o0eclieueHne, BaM HYKHO OyIeT yKa3aTh apoib
IJIsT cepBepa, YTOOBI BOUTH B CUCTEMY. TeM, KoMy HeoOXOOUMO MCII0Tb30BATh MIPOTPaMMYy [JIs
MOHUTOPUHTA CepBepa, I0oTpebyeTcst BOUTU B CHCTEMY BPYYHYIO. 3aTeM BEl MOXKeTe 3aiiTH Ha CepBep
1 BBIOpPaTh TOT, 3@ KOTOPHIM XOTUTE CIIeAUTh. KpoMe TOro, CyIlecTByeT TaK:Ke BO3MOXKHOCTD
6110kupoBKY [P-agpecoB, eciii 0HU 00HapPYKKBAIOTCS IIOBTOPHO. bosee TOro, BH MOXKeTe BPy4YHYIO
yoanuth 3abnokupoBanHbie IP-ampeca, ecnu xotute. B crnepytoieit 4actu 3Toro 063opa s mogpoOHO
pacckaxy, 4TO BHI IIOJTy4aeTe, MProOpeTas 9TOT UHCTPyMeHT. OCOOeHHOCTH 0OHAPYXKEHUS
BTOpKeHuM LF: OOHapyXuBaeT BTOp:KeHUs Ha cepBep CoBmectuMocTh ¢ Windows Server 2000 fo
2016 1 2008. MrHOBEHHO YBEOMHUT Bac, Korfa OymeT oOHapyKeHa aTaka, 4, CJIel0BaTeIbHO, BhI
cMoXkeTe OBICTPO OTPearupoBaTh. ATy GYHKINI0 MOKHO OTKII0YUTE OH PEeTUCTPUPYeT BCe NeTalu U
HauMHaeT OTIIPaB/ISATh BAaM aBTOMaTHYeCKOe yBeJOMJIeHNE 10 37IeKTPOHHOM moyTe. ObecriedynBaeT

3 PeKTUBHBIN U TOYHBIHM CITOCOO MTPOBEPKU TOTO, YTO OBITIO 3a07I0KMPOBAHO, a 3aTeM 00OHOBJIEHUS
3a0/710KMPOBaHHAIX KTHeHTOB. CpoK medcTBus: Korga meno moxomuT no oOHapyXKeHus
HeCaHKLMOHMPOBaHHBIX IIOIBITOK BX0[a B CUCTEMY, IIporpaMMa He JaCT MaKCHUMaJIbHOU II0JIb3HI, eCIIU
OHa He HaCTpoeHa JOJIXKHEIM 0o6pa3oM. [Ipoiie roBops, 3To He paboTaeT 3pPeKTUBHO, €CITU BH HE
peanusyeTe mpueMiieMble HaCTPOlMKH. Kak yKa3aHo BhIIlIe, IIPOrpaMMHOe obecrieueHue
npegHa3Ha4yeHOo AJIS1 OTCIeXKMBAHUS BCeX COOBITHN XKypHasa, CofepkKallix CBeIeHUS O IMOMbITKaX



BXOIa B CUCTEMY. OH HeMme[JIeHHO YBEOOMHUT BacC BCSIKHM pa3, Korga aTaka

What's New In LF Intrusion Detection?

ABTOMaTH4ecKu O6JI0KMPOBaTh YKa3aHHLIM Ouanal3oH IP-agpecos, 4ToOH IPENOTBPATUTD
HECAHKIIMOHUPOBAHHBIM BXOJ B CUCTEMY. 3alllUTUTE U OTCIIeKUBanWTe CBOI ceTh 0T RDP-aTak.
BrnokupyliTe 1 MrHOBeHHO pa3bimokupyuTe [P-agpeca RDP B TedeHue onpefieIeHHOTO IIepruofa
BpeMeHU. HeMenieHHO OIOKUPYHUTE MOMBITKY BX0la METOLOM I'Py0OM CHUJIBI B 3aBUCUMOCTH OT
BPEMeHU uX IepBoro oOHapyxeHus. Virus Total — camblii ©3BECTHBIM UMHCTPYMEHT [IJIsI TECTHPOBAHUS
AHTUBUPYCOB U BPEIOHOCHHIX ITporpaMM. OH KCII0Ib3yeTcs mpodeccruoHanaMu B 061acTu
6e30MacHOCTHY B KauecTBe yIoOHOT0 CpefiCcTBa OIIEHKU TOTO, SIBNsieTCs N (paiin 6e30MacHBIM UK
omacHbIM. Virus Total — 3T0 mepBas oHaliH-cTyk0a, IpefIaraoias CIIICOK Pa3IuyHEIX CIIy&KO
3alUTHL OT BPEOOHOCHHIX IIPOrPaMM, a He TOJIbKO OCHOBHbBIE aHTUBUPYCHEIE pelneHus. Kak BHIOpaTh
IIpaBUJILHOE aHTUBUPYCHOE pellleHre? BaM cienyerT 3amaTh 3TOT BOIIPOC, IOTOMY 4TO, €CJIA ¥ Bac HET
pelIeHuss aHTUBUPYCHOU CITY2KOBI, KOTOPOE BHI IIPENOYNTAETe, U BH BEIOMpaeTe JIydllee
AHTUBUPYCHOE pellleHNe, eCTh BEPOSITHOCTD, YTO 9TO MOBIUSAET Ha Ball OM3Hec. BaM Heo6xoouMo
3HaTh BCe BaXKHBIE PYHKLUYN aHTUBUPYCHOTO PEIIeHNs, KOTOPhIE II03BOJIAT BaM HAWTH IIPaBUJIbHEIE
pelieHus Ojis Bawux HyXkA. OgHaKo, IpeXae 4eM HallTu pellleHue, BaXKXHO HAaUTHU JIy4IlIUNi aHTUBUPYC
C ydeToM yrpo3 6e30macHOCTH, C KOTOPEIMU CTa/lIKWBaeTCs Ball Ou3Hec. Bam HeoOX0oMMO 3HATh
crenmylollee U HalTH JIydlllee aHTUBUPYCHOE pellleHre, KOTOPOe ITOMOXKeT BaM 00HapPyKUTb BUPYCHL U,
CIeoBaTeNIbHO, BBl CMOXKETe MIPelOTBPAaTUTh aTakKu. BriOepuTe MpaBUIbHOE aHTUBUPYCHOE pPellIeHre
BaMm HyKHO HaliTH Jy4lllee OHJIaH-aHTUBUPYCHOE pellieHue. ECu BBl UCIIOIb3yeTe aHTUBUPYCHOE
petieHne B HTepHETe, BaM He0OXOOMMO YCTAaHOBUTH €TI0 Ha CBOM KOMIILIOTED, CMapT(OH uiu modoe
Opyroe yCcTpoucTBo. Eciu BH UCIONIb3yeTe 00J1aYHbIM aHTUBUPYC, BaM HE00X0OUMO BEIOpPATh
00JTaYHBIN aHTUBUPYC, ¥ OH aBTOMATHYECKH YCTAaHOBUTCS Ha Ballle YCTPOUCTBO MJIM KOMITBIOTED.
TakuM 06pa30M, BaM HYKHO BLIOPATh JIydlllee aHTUBUPYCHOE PellleHUe, BHIIOTHUB IIOUCK JIyYIIET0
AHTUBUPYCHOTO CepBUCA U3 CIIMCKa OHJIaH-aHTUBUPYCHBIX CEPBUCOB. BaM HY:KHO BHIOpPATh pellieHue,
KOTOPOe UMeeT JIy4lllie PEUTHUHTH, a TaKXKe [laeT X0polnue 0T3kBb. O4eHb BaKHO, YTOOL BaM HYXKHO
ObL10 BRIOpaTh pelllieHne, KOTOPoe MOXKeT OhICTPo 0OHAPYXKUThL BCe BUPYCHL. B ciydae, ecniu 9To He



Jydlliee pelleHue, BaM ClielyeT UCKATh Apyrue pemenusi. Takum o0pa3oM, BaM HYKHO MCKaTh
Jy4lllee pelleHre, KOTOPOe MO3BOJIUT BaM OCTaBaThCs B 6€30IaCHOCTH BCe BpeMsi. UmmuTe xopolmue
otieHKM KpaiiHe BazkHO, YTOOB BaM HYKHO OBIJIO IIOOYMAaTh O MTOMCKE XOPOIIEro pelleHus, KOTopoe
00eCIeYyrBaeTCs XOPOIIUMY PEUTUHTAMH, ITIOCKOIBKY 3TO OTJIUYHBIH ITOAXO0[ K IIOUCKY JIYYIIUX
petenuit ans TpeboBaHuM. PedTUHTT



System Requirements For LF Intrusion Detection:

OC: Windows XP unu Windows Vista IIpoueccop: ITporeccop Intel Pentium 3,0 I'T'11 unu Beitze
[Tamsate: 1 I'b onepatuBHou nmaMmsaTu I'paduka: ATI Radeon X1650 unu NVIDIA GeForce 8800 GTX
Kectruit muck: 2 I'b unu 6oree cBOOOMHOTO MecTa Ha XKeCTKOM faucke Buneokaprta: ATI Radeon
X1650 unmu NVIDIA GeForce 8800 GTX DirectX: Bepcus 9.0 IIporpammHoro obecneuenusi: Bce
KOMITOHEHTHI UTPHI OOHOBJIEHEI [0 MTOCTIETHEH BEPCUH.
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